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DDOS	a	new	security	problem	?	





	

Has	your	organization	received	a	
Denied	of	Service	(DOS)	attack	in	
the	last	year	?	



Why	we	care	about	DDOS	?	



Volumetric		(data	volume)	attacks	



Non	volumetric	attacks	Peakflow SP: Customer 'UAM' All Applications Thu 7 Apr 2016 15:36:51 CEST

Period: Today Start: 24 hours ago End: now Units: bps Graph Type: Stacked

Customer: UAM Description: Universidad Autonoma de Madrid

APPLICATION IN OUT TOTAL (IN + OUT)

X ssl 568.51 Mbps 188.22 Mbps 756.73 Mbps

X http 371.86 Mbps 33.64 Mbps 405.50 Mbps

X other UDP 134.75 Mbps 22.91 Mbps 157.66 Mbps

X other TCP 29.01 Mbps 26.64 Mbps 55.65 Mbps

X macromedia-fcs 12.79 Mbps 1.79 Mbps 14.58 Mbps

smtp
1.50 Mbps 427.65 Kbps 1.93 Mbps

dns
688.97 Kbps 393.50 Kbps 1.08 Mbps

ssh
0.00 bps 954.87 Kbps 954.87 Kbps

qq
921.59 Kbps 29.87 Kbps 951.46 Kbps

imap
622.10 Kbps 11.71 Kbps 633.81 Kbps

xmpp
147.06 Kbps 113.07 Kbps 260.13 Kbps

rtsp
200.00 Kbps 0.00 bps 200.00 Kbps

nntps
0.00 bps 174.08 Kbps 174.08 Kbps

rdp
7.69 Kbps 136.77 Kbps 144.46 Kbps

telnet
110.40 Kbps 5.33 Kbps 115.73 Kbps

quake3
0.00 bps 88.29 Kbps 88.29 Kbps

ldap
61.76 Kbps 0.00 bps 61.76 Kbps

ntp
24.32 Kbps 0.00 bps 24.32 Kbps

sip
0.00 bps 20.48 Kbps 20.48 Kbps

rip
16.64 Kbps 0.00 bps 16.64 Kbps

stun
9.60 Kbps 0.00 bps 9.60 Kbps

pop
0.00 bps 1.07 Kbps 1.07 Kbps

emule
0.00 bps 1.05 Kbps 1.05 Kbps
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Non	volumetric	attacks	Peakflow SP: Customer 'UAM' All Applications Thu 7 Apr 2016 15:37:00 CEST

Period: Today Start: 24 hours ago End: now Units: pps Graph Type: Stacked

Customer: UAM Description: Universidad Autonoma de Madrid

APPLICATION IN OUT TOTAL (IN + OUT)

X ssl 66.98 Kpps 55.03 Kpps 122.01 Kpps

X http 36.68 Kpps 23.95 Kpps 60.63 Kpps

X other UDP 17.68 Kpps 13.71 Kpps 31.39 Kpps

X other TCP 6.80 Kpps 6.53 Kpps 13.33 Kpps

X macromedia-fcs 1.24 Kpps 1.18 Kpps 2.42 Kpps

dns
697.00 pps 615.00 pps 1.31 Kpps

xmpp
283.00 pps 266.00 pps 549.00 pps

nntps
0.00 pps 399.00 pps 399.00 pps

smtp
187.00 pps 103.00 pps 290.00 pps

telnet
228.00 pps 16.00 pps 244.00 pps

quake3
0.00 pps 188.00 pps 188.00 pps

qq
79.00 pps 83.00 pps 162.00 pps

imap
97.00 pps 24.00 pps 121.00 pps

ssh
0.00 pps 79.00 pps 79.00 pps

sip
0.00 pps 79.00 pps 79.00 pps

rdp
23.00 pps 19.00 pps 42.00 pps

ldap
39.00 pps 0.00 pps 39.00 pps

ntp
39.00 pps 0.00 pps 39.00 pps

stun
39.00 pps 0.00 pps 39.00 pps

rip
39.00 pps 0.00 pps 39.00 pps

rtsp
16.00 pps 0.00 pps 16.00 pps

pop
0.00 pps 3.00 pps 3.00 pps

emule
0.00 pps 1.00 pps 1.00 pps
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Non	volumetric	attacks	



How	do	you	detect	a	DOS	?	

•  Social	media	,	

•  SIEM	correlation	

•  User	calling		

•  Outside	call	

•  Post	Morten	analysis	

		



Network	information	



Mitigation	&	cure	



Blackhole		



FlowSpec	filtering			



Scrubbing	center	



Scrubbing	Center		

Centro de mitigación principal

Canal óptico de 10/100Gbps dedicado

Incoming
DDOS traffic

Incoming
DDOS traffic

Conexiones 100Gbps

Mitigador/
Limpiador
100Gb

Conexiones 100Gbps Conexiones 100Gbps

Conexiones 100Gbps Conexiones 100Gbps

Centro de mitigación secundario

Mitigador/
Limpiador
10Gb

Conexiones 10Gbps

Conexiones 10/100Gbps

Conexiones 10/100Gbps

Conexiones 10/100Gbps

Router Router

Switch

Switch



Timeline	

Q1-18	

•  Tener	
launched	

Q2-18	

•  New	system	
deploymnet	

Q1-19	

•  Advanced	
guarantee	

•  Visualization	
tender		

•  Flowspec	
testing	

Q2-20	

•  End	of	
advanced	
guaranteee	

•  Visualization	
deployment	

•  Flowspec	
service	



THANK	YOU	VERY	MUCH!		


